Tap chi Khoa hoc Pai hoc Hué: Khoa hoc X4 hoi va Nhan vin
ISSN 2588-1213
Tép 134, S6 6S-2, 2025, Tr. 141-151; DOI: 10.26459 /hueunijssh.v134i6S-2.7512

BAO VE THONG TIN CA NHAN CUA NGUOI TIEU DUNG

TREN KHONG GIAN MANG
Trinh Hoang Minh
Truong Dai hoc Luét, Pai hoc Hué, Puong V6 Van Kiét, Hué, Viét Nam
* Tac gid lién hé: Trinh Hoang Minh <trinhhoangminhls@gmail.com>
(Ngay nhin bai: 29-05-2024; Ngay chip nhin ding: 09-12-2024)

Tém tat: Bao vé quyeén loi ctia nguoi tiéu dung la trach nhiém chung ctia toan xa hoi, van dé vi pham phép
luat vé théng tin c4 nhan clia nguoi tiéu dung dang la mét van nan 16n, ddc biét xuat phét tir cac giao dich
trén khong gian mang, vi vy van dé cip thiét hién nay 1a viéc hoan thién khung phép ly vé bao vé thong
tin c4 nhan ctia nguoi tiéu dung trong moéi treong khong gian mang. O Viét Nam va cac qudc gia trén thé
gioi, giao dich trén khong gian mang phat trién mét cdch nhanh chéng, mé rong xuyén qua nhiéu qudc gia
nén viéc phét sinh nhiing rti ro trén khéng gian mang la khong thé nao tranh khoi, van dé quan trong dt
ra la thong tin c4 nhan ctia nguoi tiéu dung bi xdm pham trai phép. Bai viét ddnh gid thwce trang phap luét
vé bao vé thong tin cd nhan ctia nguoi tiéu dung khi thwe hién céac giao dich trén khong gian mang, chi ra
nhiing vuedéng méc, kho khin, tir d6 dé xuit cic giai phap hoan thién cac quy dinh cta phap luat.
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Abtracts: Protecting consumer rights is a collective responsibility of society as a whole. Violations of laws
regarding consumers' personal information have become a major issue, particularly stemming from
transactions conducted online. Therefore, the urgent need today is to enhance the legal framework for
safeguarding consumers' personal information in the online environment. In Vietnam and various other
countries worldwide, online transactions have rapidly expanded across borders, inevitably leading to risks
in cyberspace. The critical issue at hand is the unlawful infringement upon consumers' personal

information. This article assesses the current legal landscape concerning the protection of consumers'
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personal information in online transactions, identifying challenges and difficulties. Subsequently, it
proposes solutions to refine legal provisions.

Keywords: Personal information, protection, online environment

1. Datvan dé

Vi su phat trién khéng ngung cua nén kinh té thi truong, dac biét la sy phat trién cua hé
théng khong gian mang, s6 luong nguoi tiéu dung thuc hién cac giao dich trén khong gian
mang ngay mot gia ting. D& thuc hién cac giao dich mot cach nhanh chéng, dé dang, nguoi tiéu
dung budc phai cung cap thong tin ca nhan ctia minh cho doanh nghiép, nguoi ban hang nhu:
dia chi, thong tin lién lac, s6 dién thoai... Do d¢, giao dich qua khong gian mang luén di kem
v6i nhiéu rai ro. Cac cd nhan, t0 chitc c6 thé loi dung thong tin ¢4 nhan nh3m muc dich thue
hién cac hanh vi vi pham phap luat nhu: ltra dao, chiém doat tai san, ban hang gia, hang kém
chat lugng... Cac thong tin cd nhan sau khi duoc cac ca nhan, t6 chirc, doanh nghiép tiép can sé
tao thanh ngudn d@ liéu mang gia tri thwong mai, phuc vu cho cac hoat dong quang cao, tiép

thi... trén thi treong khéng gian mang.

Hién nay, cac quy dinh phéap ly vé bao vé thong tin ca nhan ctia nguoi tiéu dung qua cac
giao dich trén khong gian mang van chua 16 rang, con mot s8 noi dung chwa day da. Hanh lang
phép ly con bat cap, khién nguoi tiéu dung phai chiu nhiéu thiét hai nghiém trong tir cac hanh
vi vi pham phap luat khi bi danh cép thong tin ca nhan trén khong gian mang. Nham han ché
nhitng rui ro khong dang cé cho nguoi tiéu dung, nhiéu qudc gia trén thé gidi da ban hanh cac
van ban phap luat diéu chinh vé chuin muc tiép can va stt dung théng tin ca nhan ctia nguoi

tiéu dung khi thiec hién cac giao dich trén khong gian mang.

2. Thong tin ca nhin ctia ngwoi tiéu dung va quyén riéng tw

Theo Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 cua Chinh pha vé tng dung cong
nghé thong tin trong hoat dong cua co quan Nha nudc, day duoc coi la van ban phép luat dau
tién dwa ra khai niém vé thong tin ca nhan. Nghi dinh nay quy dinh: Thong tin ca nhéan la thong
tin du d€ xac dinh chinh xac danh tinh moét cd nhan, bao gom it nhdt mot trong nhitng ndi dung
sau day: ho tén, ngay sinh, nghé nghiép, chitc danh, dia chi lién h¢, dia chi thu dién tk, s6 dién
thoai, s6 ching minh nhéan dan, s6 hd chiéu. Co6 thé thay, du khai niém vé thdng tin ca nhan
trén da c6 hudng ti€p can phu hop véi cac khai niém ctia mot s6 qudc gia trén thé gidi, cho dén
nay, phap luat Viét Nam van chua ¢6 su thong nhat vé khai niém thong tin ca nhan ctua nguoi
tiéu dung ndi riéng va thong tin ca nhan noi chung. Cu thé: theo Luat Céng nghé thong tin nam
2006 (thong tin s6, thong tin riéng, thong tin cd nhan trén mdi truong mang); Luat Giao dich
dién tr nam 2023 (d@ liéu ca nhan); Luat An toan théng tin mang ndm 2015 (d liéu vé thong

tin cd nhan)... Trong cac dinh nghia dwgc quy dinh trong cac van ban phép ly néu trén, mot s6
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duoc dinh nghia, giai thich cu thé; s6 con lai chi duoc sit dung ma khong dwoc giai thich hay
dinh nghia. Nhu vay, thong tin ca nhan ctia nguoi tiéu dung dugc hiéu 1a nhitng thong tin gan
véi viéc xac dinh danh tinh ctia cd nhan nguoi tiéu dung. Nhitng thong tin nay rat da dang: ho
tén, tudi, gidi tinh, dia chi, nghé nghiép, dién thoai, dia chi thu dién t&, s6 ho chiéu, s6 can cude

cong dan, thong tin y té, tai chinh, van hoa, xa hoi... ctia nguoi tiéu dung.

Quyén riéng tu 1a quyén ca nhan dugc phép giit kin thong tin, tw liéu, dit liéu gan véi
cudc song riéng tu cia minh, quyén bat kha xam pham vé than thé, noi ¢, thw tin, dién thoai va
cac thong tin dién tir khac nhau ma khong mét chu thé nao c6 quyén tiép can cong khai trir
truong hop duogc chinh nguodi nay hodc bang quyén quyét dinh ctia co quan nha nude cé tham
quyeén'. Mot s6 thong tin thudc bi méat cd nhan gom c6 hd so y t€, hd so nop thué, s6 thé bao
hiém xa hoi, s thé tin dung va nhiing bi mat c4 nhan khac. Vao nam 2008, Bo Cong thuong da
dich “Nhitng nguyén tic co ban vé bdo vé dir ligu cd nhén trong thiong mai di¢n tir ciia APEC” sang
tiéng Viét, trong d6 APEC cho rang thong tin c4 nhan 1a bat ky thong tin nao dé xac dinh dugc
hay c6 thé xac dinh dugc danh tinh cua mot ¢4 nhan cu thé. Nhitng nguyén tic bao vé dir liéu
ca nhan duoc xay dung trong bdi canh mot sd nén kinh t€ trong khu vuc da c6 hé thong phap
luat hoan thién vé bao vé di liéu ca nhan, trong khi mot s6 nén kinh t€ khac c6 thé méi dang
nghién ctru, xem xét van dé nay. Hé thdng phap luat cta tirng nén kinh t& (néu co) cling dua ra
nhitng cach thiic diéu chinh khéc nhau déi véi van dé bao vé dir liéu ca nhan. Ch;fmg han, mot
s0 ludt phan dinh rach roi gitta thong tin dé tim kiém véi nhitng thong tin khac. B4t chdp nhiing
khéc biét nay, nguyén tic bao vé dit liéu ca nhan duoc xay dung nham duwa ra mot cach tiép can
nhét quan cho cac hé théng luat phap vé bao vé dix liéu ca nhan cua cac nudc thanh vién APEC.
Nguyén tic bao vé dit liéu ca nhan &p dung di véi thong tin cd nhan, la thong tin c6 thé dung
dé xac dinh danh tinh ctia mot con nguoi cu thé. Thong tin ca nhan ciing bao gom nhitng thong
tin khong dap tng dwgc tiéu chi trén, nhung khi két hop v6i nhiing thong tin khéac ¢é thé giup
xac dinh danh tinh cta mot con nguoi cu thé. T6 chirc Hop tac va Phat trién kinh t€ OECD
(Organization for Economic Co-operation and Development) da thong qua Huéng dan 1980. Sy
ra doi ctia huéng dan nay da gop phan gay sw chu y ctia qudc t& vé bao vé théng tin cd nhan
cua nguoi tiéu dung va nhitng rai ro ma van dé nay mang lai doi véi nén kinh té. Theo t6 chikc
nay viéc dam bao an toan cac thong tin, dac biét la thong tin ca nhan trén khong gian mang la
mot trong nhitng van dé quan trong trong viéc xay dung chinh sach phap ludt cua ho. Cong
wdc 108 ctia Hoi dong Chau Au lién quan dén van dé xi ly dit liéu ca nhan dugc xem la Cong
wdc rang budc qudc t& vé mat phap ly duy nhat vé bao vé thong tin ca nhan cung cdp cho cac

qudc gia va to chirc trén thé gidi mot ché do kiéu mau lién quan dén viéc xi ly dit liéu ca nhan2

1 Nguyén Son Tung (2023), “M0jt sd vin dé vé quyeén riéng tw trong quy dinh cia Ludt Bdo chi — Thuc trang va kién nghi hoan
thién”, ding trén Tap chi Cong thwong, tir https://tapchicongthuong.vn/mot-so-van-de-ve-quyen-rieng-tu-trong-quy-dinh-cua-

luat-bao-chi-thuc-trang-va-kien-nghi-hoan-thien-112221.htm, truy cdp ngay 15/7/2024

2 Richard Woodward (2009), The Organisation for Economic Co-operation and Development (OECD), London.
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Nam 2016, Lién minh Chau Au ban hanh GDPR (General Data Protection Regulation) ¢ hiéu
lye thi hanh tir ngay 25/5/2018 va dwgc coi 1a mot quy dinh chung vé bao vé dit liéu ca nhan,
tranh khoi nhitng hanh vi thu thap dit diéu ca nhan trai phép luat ttt ngroi dung. GDPR dinh
nghia dir liéu ca nhan 1a: “Bit ky thong tin nao lién quan dén cd nhin dwgc xdc dinh hodc cd thé nhin
dang cd nhin (chii thé'dir liéu)”. Trong d6, mot nguoi b thé dugce xac dinh truc tiép hodc gian tiép
thong qua tham chiéu dén ma dinh danh nhuw tén, s6 nhan dang, d@ liéu vi tri... C6 thé thdy
réng, GDPR phan biét cac dix liéu ca nhan vé kha nang dinh dang?. Tai Diéu 1034, B luat Dan
st Trung Qudc quy dinh: “Thong tin cd nhan la thong tin dwoc ghi lai bang dién tir hodc dudi cic

hinh thirc khdc cé thé xdic dinh mot cd nhan cu thé hodc két hop véi thong tin khdc .

Nhu vay, qua cac dinh nghia tir mot s6 qudc gia trén thé gidi, c6 thé thay mdi qudc gia
déu c6 dinh nghia khac nhau vé thuat ngt thong tin ca nhan. Cac dinh nghia d6 c6 ndi ham
chung la thong tin ca nhan vé co ban dé 1a quyén con nguoi, rd hon d6 la quyén riéng tw cua ca
nhan. Tuy nhién, thdng tin c4d nhan 1a m{t dinh nghia mang tinh khai quét cao, thuc té€ thong tin
ca nhan rat da dang va phong phu, né ton tai dudi nhiéu hinh thic khac nhau, tuy vao hoan

canh cu thé cia moi qudc gia ma dwa ra dinh nghia vé thong tin ca nhan khac nhau.

3.  Thuc trang phép luit vé bao vé thong tin cad nhin nguoi tiéu dung trong
giao dich khong gian mang

Trong nhitng nam gan day, cac giao dich trén khong gian mang ¢ Viét Nam chung kién
su phat trién nhanh chéng véi t6c do trung binh tir 25-35%/nam; quy md thi treong nam 2023
wdc dat 20,5 ty USD, tang 25%, twong duong 4 ty USD so véi nam 2022. Nam 2023, trong giao
dich trén khong gian mang, co quan Nha nudc da kiém tra 834 vu, xtt ly 764 vy, phat tién 12 ty
dong, tri gia hang hda gan 6 ty dong®... Khong gian mang hién nay la moi treong ly tuwong cho
viéc thue hién cac giao dich trong nudc va xuyén bién gidi mot cach nhanh chéng, hiéu qua, véi
thu tuc duoc cit giam chi qua vai thao tac don gian trén hé théng. Do d6, yéu cau dt ra la phai
c6 mot hanh lang phép ly thong nhat nham diéu chinh cac van dé phat sinh tir cac giao dich
trén khong gian mang, dac biét la trong viéc bao vé thong tin ca nhan ctia nguoi tiéu dung;:

Mot la, quyén diroc bio vé thong tin cd nhdn cua nguoi tiéu dung.

Khong ai ¢ thé bi xam pham mot cach ddc doan vao doi tu, gia dinh, nha ¢, thu tin, hay
bi xtic pham dén danh dy, nhan pham. Mdi ca nhan déu cé quyén dwoc phap luat bao vé khoi
nhitng hanh vi xam pham d6. Day duoc xem 1a mot cot mdc co ban va quan trong dé cac qudc

gia trén thé gidi dat muc tiéu thuc hién va bao vé quyén riéng tw cua cong dan trudec moi hanh

® https://www.epsu.org/sites/default/files/article/files/ GDPR_FINAL EPSU.pdf, truy cap ngay 21/6/2023.

*Lu Zhang (2021), “Personal information of privacy nature” under Chinese Civil Code, dang trén Tap chi truy cap tai:
https://www.sciencedirect.com/science/article/abs/pii/S0267364921001102, truy cap ngay 21/6/2023.

5Thao Chi (2024), bao vé nguoi tiéu dung trén khong gian mang, truy cap tai: https://nhandan.vn/bao-ve-nguoi-tieu-
dung-tren-khong-gian-mang-post800989.html, truy cap ngay 15/7/2024.
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vi xam pham. Tai Viét Nam, vao nam 1946, ban Hién phap dau tién da quy dinh rang nha ¢ va
thu tin ctia cong dan khong duoc xam pham trai phap luat. Biéu nay ching to Viét Nam ludn
dé cao quyén riéng tw cua cong dan — mot van dé duoc bang va Nha nudc quan tam, chu trong
trong sudt qua trinh xay dung va hoan thién hé thong phap luat. Theo d6 “Moi nguoi cé quyén
bat khd xdm pham vé doi song, riéng tw, bi mdt cd nhan, bi mat gia dinh; cé quyén bdo vé danh dw, uy tin
cua minh; thong tin vé doi song riéng tw, bi mat cd nhin, bi mdt gia dinh dwoc phdp ludt bdo dam an
toan”. Song song véi do6, BO luat Dan su nam 2015 da quy dinh vé quyén riéng tw phu hop véi

Hién phap ndm 2013, bao dam nguyén tic ton trong va bao vé doi s6ng riéng tu ctia c4 nhans.

Quy dinh nay dam bao tinh hop hién, thong nhét trong toan bo hé thdng phap luat ctia
Viét Nam. B) luat Dan sy nam 2015 da liét ké cac hanh vi vi pham lién quan dén quyén riéng
tw. Viéc bd sung thuat ngir vé co so dit liéu dién tit d@ mo rong pham vi bao vé quyén riéng tu,
khong chi gidi han ¢ cac hinh thic truyén thong nhu dién thoai, thw tin... ma con bao goém ca
thong tin ton tai trén khéng gian mang. Ngoai ra, van dé bao vé thong tin ca nhan cing duoc
quy dinh tai mot s§ van ban phap luat chuyén nganh nhu: Ludt Bao vé quyén loi nguoi tiéu
dung nam 2010, Luéat Giao dich dién t&* nam 2023, Luat An toan thong tin mang ndm 2015. D€
trién khai cdc van ban phdp ludt chuyén nganh nay trén thuc t€ mot cach hiéu qua, ngay
19/11/2021, B6 Coéng Thuong da ban hanh Van ban s6 14/VBHN-BCT vé hop nhat Nghi dinh
lién quan dén thuwong mai dién t; Thong tu s6 01/2022/TT-BCT ngay 18/01/2022 stta d6i, bs
sung mot s6 diéu cua Thong tu s6 47/2014/TT-BCT ngay 05/12/2014 ctia B Cong Thuong quy
dinh vé quan ly website thwong mai dién tt; va Thong tu s6 59/2015/TT-BCT ngay 31/12/2015
cua B Cong Thuong quy dinh vé quan ly hoat dong thuong mai dién t&r qua tng dung trén
thiét bi di dong. Bén canh do6, con c¢é Van ban s6 20/VBHN-BTC ngay 18/3/2020 vé hop nhat
Théng tu quy dinh vé quan ly website thwong mai dién ti. Dang chu y, ngay 17/4/2023, Chinh
pha da ban hanh Nghi dinh s6 13/2023/ND-CP vé bao vé dir liéu ca nhan, ¢ hiéu luc tir ngay
01/7/2023. Bay la mot trong nhiing van ban phap ly quan trong, quy dinh chi tiét 11 quyén cua
chu thé dix liéu. Nghi dinh nay, ngay sau khi ban hanh, da nhan dwgc nhiéu su quan tam tir cac
t0 chitc, doanh nghiép. Do d6, ngay 07/6/2023, Bo Cong an da phat hanh tai liéu phuc vu Hobi
nghi pho bién, hudéng dan trién khai Nghi dinh vé bao vé dix liéu ca nhan’.

Nhu vay, van dé bao vé thong tin ca nhan cua nguoi tiéu dung trong cac giao dich khong
gian mang duoc quy dinh ¢ rat nhiéu van ban quy pham phép luat khac nhau. Tt nhitng quy
dinh trén, tac gia da c6 mot cach nhin tdng thé, da chiéu va nhan thady mot s6 thuc trang.

Hai la, trdch nhigm bdo vé thong tin cd nhdn cua nguoi tiéu ding cua to chikc, cd nhin kinh
doanh.

6 Piéu 38 B0 luat Dan sy nam 2015.
7Bo6 Cong an (2023), Tai ligu vé HYi nghi phd biéh, hudng din Nghi dinh s6'13/2023/ND-CP vé bdo v¢ dit lidu cd nhin, truy cap
tai: https://lawmmt.com/tai-lieu-tap-huan-cua-bo-cong-an-ve-bao-ve-du-lieu-ca-nhan/, truy cap ngay 02/4/2025.
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Theo quy dinh tai Diéu 19 Luat Bao vé quyén lgi nguoi tiéu dung ndm 2023, td chtic, ca
nhan kinh doanh c¢¢ trach nhiém phap ly o rang trong viéc bao dam an toan, an ninh thong tin
ca nhan cua nguoi tiéu dung. Trude hét, ho phai ap dung cac bién phap can thiét dé ngan ngira
ba hanh vi vi pham co ban: danh cap hodc truy cap trai phép, stt dung thong tin sai muc dich,
va tu y chinh stta, cap nhat hodc huy bo thong tin ma khong cd su dong y ctia nguoi tiéu dung.
Nghia vu nay khong chi yéu cau tuan thu phap luat mot cach hinh thirc, ma con doi hoi doanh
nghiép tich hop bao vé quyén riéng tu vao quy trinh van hanh va hé thdng cong nghé, thé hién
budc tién trong viéc ti€p can cdc nguyén tic bao vé dir liéu hién dai. Bén canh do, t8 chiic, c4
nhan kinh doanh con phai thiét 1ap co ché tiép nhéan va xtt ly phan anh, khiéu nai lién quan dén
viéc thu thap, st dung sai muc dich hodc trai pham vi thong bao, qua dé bao dam quyén tiép
can, phan d6i va yéu cau xoa dit liéu ctia nguoi tiéu dung. Tuy nhién, trong thuec tién, viéc thuc
hién cdc nghia vu nay van con nhiéu han ché do thiéu quy trinh xt 1y 16 rang, sw chu dong tir
phia doanh nghiép con thdp, trong khi co ché giam sat va ché tai cua co quan nha nudc chua
thuee sy hiéu qua. Do d6, dé tang tinh kha thi, can ¢6 huéng dan ky thuat cu thé d6i véi cac
chudn bao mat t5i thiéu va ting cueong kiém tra, xtt ly vi pham nham bao dam quyén thong tin
cua nguoi tiéu dung duoc thue thi mot cach thuc chat. Cac hé thong thong tin trén khong gian
mang (hay 1a hé théng thong tin triec tuyén) 1a moi treong thuan 1oi, tao diéu kién dé dang cho
céc d6i tuong mudn danh cap, khai thac dit liéu trai phép. Tuy vao tirng truong hop cu thé nhu
pham vi bao mat, gid tri cua thong tin nguoi tiéu dung cung cadp ma xay ra nhiéu muc do khac
nhau, hau hét déu ¢ mirc nghiém trong va rat nghiém trong. Khong chi ¢ Viét Nam, ma hién
nay cac qudc gia trén thé gidi cling xay ra rat nhiéu truong hop danh cap thong tin ca nhan ctia
nguoi tiéu dung trén hé thong khong gian mang boi nhitng t6i pham st dung cong nghé cao.
To6i pham cong nghé cao trong tiéng anh la Cyber criminal, 1a bat ky mét hanh déng phi phap
nao lién quan dén mdy tinh hodc mang may tinh, toi pham céng nghé cao duoc dinh nghia la:
"Hanh vi pham phdp ¢d chi dich d6i véi mot cd nhin, mét nhom nguwoi hay mgt to chike nao dé, giy anh
hwéng xdu dén danh tiéng clia nan nhin hodc gdy hai vé mdt vt chat hodc tinh thin cho nan nhin mgt
cdch tryec tiéh hodc gidn tiép bang nhitng cong nghé hién dai lién quan dén mang vién thong nhw Internet
(viéc nay ciing bao gom cdc nhém chat, email, mang xd hgi,...) va dién thoai (cic cong nghé Bluetooth,
3G, SMS, MMS,...)"8. Theo thong ké cua Tap doan An ninh mang Cybersecurance Ventures, cac
cudc tan cong mang hién nay ¢ mic dang bao dong cu thé nhu pha huy di liéu, lira dao chiém
doat tai san, huy hoai uy tin, t6 chitc ca nhan... trong 06 thang dau ndm 2022 da lam té liét toan
bd hé thong thong tin ndi bo cua B Tai chinh Costa Rica, gdy thiét hai nghiém trong vé kinh t€,
cac hoat dong xudt nhap khau bi treo, dong bang khong thuc hién duoc. Ngoai nhitng hanh vi
tan cong pho bién thong qua hom thu dién tk, cac vat trung gia nhu da dé cap o trén hay thong
qua cac thiét bi hién dai thi ngu6n goc ctia nhitng hanh vi nay la xuat phat tir nguoi tiéu dung.

Hién nay, mét sd bd phan ca nhan nguoi tiéu dung con han ché vé thong tin, kién thirc, dac biét

8 Halder, D., & Jaishankar, K. (2011), Cyber crime and the Victimization of Women: Laws, Rights, and Regulations. Hershey,
PA, USA: IGI Global. ISBN 978-1-60960-830-9, truy cap ngay 21/6/2023.
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viéc phét trién cua khéng gian mang lam cho cad nhan nguoi tiéu dung tré nén cha quan, thiéu
sw can trong trong viéc thuc hién cac giao dich trén khong gian mang. Co quan quan ly nha
nudc con han ché€ vé nhan lyce, cling nhw nang luc chua dugc dao tao chuyén sau va nang cao

dan dén cong tac dam bao an ninh mang tir cac phan mém chua chit ché va thiéu kinh nghiém?.

Dting trudc nguy co toi pham st cdng nghé cao dién ra ngay cang nhiéu, viéc dé 16, mat
thong tin ¢4 nhan cua nguoi tiéu dung dén tir viéc st dung khong gian mang dé thuwe hién cac
giao dich hodc ciing cé thé bi 10, mat boi cac t6 chiic, doanh nghiép quan tri dit liéu ca nhan
nguoi tiéu dung. Bén canh mot s6 loi ich tich cuc, tir viée giao dich trén khong gian mang thi
nguy co vi pham vé bao vé thong tin ca nhan ctia nguoi tiéu dung trén khong gian mang ti

chinh nguoi tiéu dung, c6 thé ké dén mot sd hanh vi nhu sau:

- Y thitc vé bao vé thong tin ca nhan con han ché, chua day du, chwa phit hop véi tinh
hinh hién nay, d6 cling chinh 1a nguyén nhan dé dan dén viéc dé 16, mat thong tin cd nhan, bi

&n cap thong tin cd nhan d€ phuc vu cho nhitng hanh vi trai phép luat.

- Céac cudc tan cong cua toi pham cdng nghé cao thuwong dwa trén co ché bao mat ctua
thong tin ca nhan nguoi tiéu dung khéng duwoc dam bao, cac budc bao mat d6i vdi tai khoan

con don gian, dé bi tdn cong.

- Nguoi tiéu dung chua y thitc duoc mirc d6 nghiém trong cua viéc dé€' 19, mat thong tin
ca nhan, tinh trang dang tai cong khai hodc 19 thong tin trong qua trinh thyec hién giao dich, trao
d6i kinh doanh con phd bién, dan dén viéc cac thong tin d6 bi chiém doat, mua ban cong khai

trén khong gian mang.

- Mot s6 nguoi tiéu dung thuong hay chia sé thong tin cac giao dich ma ban than minh
hay thuc hién 1én mang xa hoi nhu: chia sé thong tin chuyén khoan ngéan hang, thong tin dia
chi, s6 dién thoai, ho tén... day cling la mét trong nhiing ly do phd bién tao co hoi cho ti pham

mang stt dung vao muc dich vi pham phap luat.

- Khi tham gia thiec hién cac giao dich trén khong gian mang, nguoi tiéu dung thwong
cht quan khi khéng doc hét cac diéu khoan quy dinh, bao mét cua trang thong tin thwe hién

giao dich dan dén nhitng hau qua khong leong trudc duoc khi cd su 8 xay ra.
Ba la, x1 Iy cdc hanh vi vi pham lién quan dén thu thdp thong tin cd nhin.

Thoi gian qua, xay ra nhiéu tinh trang cac t6 chitc, doanh nghiép c¢é nhiing hoat dong thu
thap thong tin ca nhan tran lan, rong rai chua c6 bién phap xtt 1y, khdc phuc. Cac t& chic,
doanh nghiép hién nay chwra xay dung duwoc chinh sach bao vé thong tin ca nhan ctia nguoi tiéu
dung khi thyce hién cac giao dich trén khong gian mang. Bén canh d6 can c6 co ché tiép nhan,

giai quyét nhitng khiéu nai cua nguoi tiéu dung lién quan dén viéc thong tin cd nhan bi st

9 Cong ty Luat ACC, truy cap tai: https://accgroup.vn/toi-pham-cong-nghe-cao-tren-the-gioi/, truy cap ngay 21/6/2023
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dung khéng dung muc dich hodc sit dung d€ gay ra nhitng hanh vi trai phap luat. Ngoai ra,
muc x(t phat doi véi hanh vi vi pham quy dinh vé thu théap, st dung thong tin cd nhan con nhe,
chua du stic ran de cac d6i twong ¢d hanh vi vi pham, cu thé tai Diéu 84 Van ban sd 08/VBHN-
BTTT ngay 20/7/2022 cua B Thong tin truyén thong vé hop nhat Nghi dinh quy dinh xt phat
vi pham hanh chinh trong linh vuc buu chinh, vién thong, tan s§ vo tuyén dién, cong nghé
thong tin, an toan thong tin mang va giao dich dién t¢ c6 mutrc phat ttt 10.000.000 (Muoi triéu
dong) dén 60.000.000 (Sau muoi triéu dong) hodc budc huy bo cac thdng tin ¢4 nhan do thyce
hién hanh vi vi pham. Nhu vay, cdc hanh vi sit dung thong tin ca nhan khong ding muc dich,
cung cdp, chia sé, phat tan, kinh doanh trai phap luat cua nguoi tiéu dung... gay ton hai nghiém
trong dén nguoi tiéu dung nhung cac ché tai quy dinh cua Viét Nam chua lam giam cac hanh vi
vi pham néu trén so voi cac quoc gia khéc trén thé gidi. Vi duy, theo quy dinh bao vé dix liéu
chung (GDPR) véi muc dich la tdng cudng quyén riéng tw thdng tin ca nhan cua cong dan Lién
minh Chau Au d3 phan tich va néu ra 277 bién phat triing phat, mtic phat tién dao dong tir
50.000.000 Euro dén 90.000.000 Euro d8i véi cac hanh vi vi pham thong tin c4 nhan'. O mtc 46
nghiém trong hon, cac hanh vi vi pham lién quan dén str dung thong tin ¢4 nhan cua nguoi tiéu
dung sé bi xtt ly trach nhiém hinh s, cu thé: Diéu 288 B) luat Hinh sy nam 2015 quy dinh: “Tgi
dwa hodc sir dung trdi phép thong tin mang mdy tinh, mang vién thong”. Theo d6, cac hanh vi nhuw
mua ban, trao d6i, st dung, thay d6i, cong khai cac thong tin ca nhan trén khéng gian mang
may tinh, vién thong khong dwoc sw cho phép ctia chu s6 hitu thi sé bi phat tién ttr 30.000.000
dén 200.000.000 triéu dong, cai tao khong giam gitt tit 03 nam, phat tu tir 06 thang dén 03 nam;
phat tién tir 100.000.000 dén 200.000.000 triéu dong, phat tu ttr 02 nam dén 07 nam.

Khong gian mang la moéi truong két ndi rong 16n, xuyén bién gidi nén ton dong nhiéu rui
ro, nguy co cung vo4i su xuat hién ctia nhitng hanh vi xam pham thong tin ca nhan cua nguoi
tiéu dung. Do d6, viéc xt ly hanh vi vi pham con gdp nhiéu khé khan, dac biét 1a tim ra déi

twong c6 hanh vi d€19, mat hodc ban thong tin ca nhan.

4. Nguyén nhan caa han ché, vuéng mac

Mot 13, nhan thiee vé cong tac bao vé thong tin ca nhan cua nguoi tiéu dung con han ché,
chua phu hop véi tinh hinh thiee t€ hién nay khi cong nghé, mang lwdi internet phat trién manh
mé, 1a nguyén nhan dan dén thuc trang nhw phan tich néu trén. Nhiéu thong tin ca nhan ctia
nguoi tiéu dung dugc dang tai tran lan trén khong gian mang cong khai. Nhan thitc vé bao vé
thong tin cd nhan ctia nguoi tiéu dung cua cac chu thé nhu cac to chitc, don vi, cd nhan... con
chua duoc chu trong ding mutc. Bén canh d6, dinh nghia vé thong tin ca nhan con chua thong

nhat gitta cac van ban quy pham phdap luat vé ndi dung cling nhu ky thuat 1ap phap. Cu th€,

10 Wanda Presdthus, Kaja Felix Sonsline (2021), An analysis of violations and sanctions following the GDPR, truy cap tai:
https://www.researchgate.net/publication/352642057_An_analysis_of_violations_and_sanctions_following_the GDPR,
truy cap ngay 21/6/2023.
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dinh nghia vé “thong tin ca nhan” trong Luat An toan thong tin mang rdt ngan gon, nhung
trong Nghi dinh s6 52/2013/ND-CP ctia Chinh phu vé thwong mai dién tit quy dinh cu thé va
chi tiét hon. Do d6, cling chua ¢6 cai nhin tong thé la ¢6 phtt hop véi quy dinh ctia Luat An toan
thong tin mang hay; Luat Bao vé quyeén loi nguoi tiéu dung nam 2023 tiép tuc st dung cum tir
“thong tin ctia nguoi tiéu dung” (Diéu 3) dé ham chita “thong tin ca nhan ctia nguoi tiéu

dung.” Nhu viy, gitta cac van ban phép luat da khong c6 sy thong nhat.

Hai la, phap luat bao vé thong tin cd nhan ctia nguoi tiéu dung chuwra bat kip dugc véi
thuce tién st dung cac dit liéu ca nhan hién nay nhw dit liéu vé hinh anh ca nhan, cac di liéu
sinh trac hoc... Chinh vi vay, khi cac t& chtic stt dung cac thong tin c4 nhan ctia nguoi tiéu dung,
van dé dat ra la cac quy dinh bao vé thong tin ca nhan cta nguoi tiéu dung hién hanh c¢6 duoc
&p dung véi cac t6 chirc nay khong va bat budc phai cé quy dinh cac bién phap mang tinh chat
ché hon ddi vodi to chic thu thap va st dung di liéu théng tin ¢4 nhan cua nguoi tiéu dung
khong?

Ba la, hién nay moéi chi ¢6 Ludt An toan théng tin mang nam 2015, Nghi dinh s&
13/2023/ND-CP ngay 17/4/2023 c6 diéu khoan quy dinh vé nguyén tac bao vé thong tin ca nhan
noéi chung theo hwdéng ca nhan phai ti bao vé thong tin cd nhan ctia minh trén co sé quy dinh
ctua phap luat chtt khong c6 quy dinh riéng nao vé bao vé thong tin ca nhan cua nguoi tiéu

dung trén khong gian mang.

Bon la, cong tac tuyén truyén, phd bién quy dinh cta phap luat vé bao vé di liéu cd nhan
chua dép tng dugc yéu cau, theo kip su phat trién nhanh chéng ctia khoa hoc cong nghé, déc
biét la trén mdi treong khong gian mang. Cac ché tai vé xtt ly vi pham vé bao vé thong tin ca
nhan cta nguoi tiéu dung con thiéu, nhe va chuwa du stc ran de. Bén canh do, cong tac dau tu,
kinh phi d€ phuc vu cho viéc bao vé thong tin ca nhan cua nguoi tiéu dung trén khong gian
mang con han ché; chwa khai thac va phat huy hét gid tri ctia viéc bao vé théng tin ca nhan cua

nguoi tiéu dung trén khong gian mang.

5.  Giai phap hoan thién phéap luit vé bao vé thong tin ca nhan cta ngudi
tiéu dung trén khéng gian mang

Thir nhit, xay dung va ban hanh mét van ban phdp luat riéng vé bao vé thong tin ca
nhan cua ngroi tiéu dung trén khong gian mang. Viéc nghién ctu xay dung van ban phap luat
vé bao vé thong tin ca nhan phai dwa trén mot s6 quy dinh vé bao vé thong tin ca nhan da c6 o
Viét Nam nhu: Van ban s6 10/VBHN-VPQH nam 2017, Ludt An toan thong tin mang s6
86/2015/QH13 nam 2015, Véan ban s& 14/VBHN-BCT hop nhat Nghi dinh vé thuong mai dién t
nam 2021... va tham khao mot s6 quy dinh qudc t€ vé bao vé thong tin ¢4 nhan qua cac giao
dich trén khong gian mang nhu Luat Bao vé quyén loi nguoi tiéu dung ctia Singapore, Anh...

Ttr d6 xay dung mot van ban phap luat day da hon, hoan chinh hon, dam bao nguyén tac bao
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vé thong tin ¢ nhan, quy dinh rd rang vé viéc thu thap va xw ly cac thong tin ¢ nhan lién quan
dén ca nhan cta nguoi tiéu dung, dé cao trach nhiém cta cac chu thé tham gia vao qua trinh
thu thap, xtt ly thong tin, di liéu va trao d6i thong tin ca nhan. Bén canh d¢, can thong nhét quy
dinh vé khai niém bao vé thong tin ¢4 nhan trong cac vin ban quy pham phap luat, dé xuét, bo
sung cac thong tin ca nhan trong ting linh vuc, ddm bao day du thong tin ca nhan ctia nguoi
tiéu dung can dwgc bao vé. Can tiép tuc nghién ctu stra d6i, b6 sung cac Bo luét co ban va cac
van ban phép luat khac c6 lién quan dé€ thong nhat mét cach khoa hoc nhat vé khai niém thong
tin ca nhan.

Thit hai, phai c6 ché tai nghiém khac d6i véi céc ca nhan, t6 chitc cé nhitng hanh vi thu
thap, st dung, khai thac, chuyén nhuwgng trai phép thong tin ca nhan gy hadu qua nghiém

trong, quy mo 1én... trong Bo luat Hinh sy hién hanh.

Thit ba, trén co s ké thira mot s6 quy dinh vé bao vé thong tin ¢4 nhan da co trong cac
van ban quy pham phap luat vé diéu chinh viéc bao vé théng tin ¢4 nhan ctia nguoi tiéu dung
trong khong gian mang, quy dinh rd hon trach nhiém cta cac chu thé tham gia thu thap, xt ly,
quan ly di liéu, thong tin ca nhan... ma phap luat Viét Nam can quy dinh céc co ché hop tac
qudc té trong viéc bao vé thong tin ca nhan ctua nguoi tiéu dung trong qua trinh hdi nhap va

cudc cach mang cong nghiép phat trién manh mé ¢ Viét Nam.

Thit tw, hoan thién cac quy dinh vé thim quyén, chtic nang, diéu kién xw ly ctia co quan
c6 thdm quyén vé cdc trinh tw, tha tuc bao vé thong tin cd nhan. Can quy dinh cu thé trach
nhiém cua t6 chitc, ca nhan kinh doanh d6i v6i nguoi tiéu dung khi thuc hién cac giao dich trén
khong mang, bén canh d6 quy dinh chi tiét quyén han cua ting co quan xw ly hanh vi vi pham
lién quan t6i thong tin ca nhan trong cac van ban luat nhu: Luat An ninh qudc gia ndm 2004,
Luat Cong an nhan dan 2018... Bén canh d6, can phai c6 quy dinh d6i véi cac truong hop cdm
t0 chitc, ca nhan thuc hién kinh doanh ¢é hanh vi khéng trung thuc vé cac két qua danh gia,

phan hoi vé dich vy, hang héa... ma nguoi tiéu dung da thuc hién.

6. Kétluan

Tém lai, bao vé thong tin ca nhan cuia ngroi tiéu dung trén khong gian mang dang la mot
trong nhitng van dé dwoc Dang va Nha nudc hét stic quan tam, dac biét cac giao dich trén
khong gian mang, bao vé thong tin ca nhan ctua nguoi tiéu dung chinh la bao vé quyeén loi cua
nguoi tiéu dung. Muc dich sau cuing ctia viéc bao vé thong tin ca nhan la bao vé nhitng ngwoi
tiéu dung khong bi xam hai quyén riéng tw lién quan dén dit liéu cd nhan caa ho, dong thoi
cling la bao vé thong tin ca nhan ctia chinh minh. Thong tin ca nhan ctia ngwoi tiéu dung trén
khong gian mang dugc bao vé an toan tao dong luc cho moéi treong phat trién nén kinh t€ hién

dai va hoi nhap trong boi canh hién nay.
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