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Tém tit. Bai bio dé cap vé chu @é chuyén viing trong mang khong day ¢ méi truong mat do
cao voi hai phuwong thite chuyén vung séng bao gom chuyén vung nhanh (Fast roaming) va
chuyén vung khong gian doan (Seamless roaming). Thong qua viéc xy dung mét mo hinh
hé thong mang khong day thwe nghiém va danh gia hai phuwong thitc chuyén ving séng néu
trén, ching toi goi y viéc trién khai cac hé thdng mang khéng day mat dd cao cho cac moi
treong nhu truong hoc, ky tiic x4 va doanh nghiép nho va vira. Két qua danh gia cho théy
chuyén vung khéng gidn doan véi cac tiéu chuén 802.11k/r/v ¢é nhiing wu diém 1én so vdi
chuyén viing nhanh khi gan nhue khong c6 d tré, dam bao cho két ndi Internet ctia cac thiét
bi khéng day ludn thong sudt va 6n dinh.
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Abstract. The paper deals with roaming in wireless networks in high-density environments.
Two roaming methods include fast roaming and seamless roaming. Through building an
experimental wireless network model and comparing and evaluating the performance of the
two methods, we provide several suggestions for implementing wireless network systems
within high-density environments, such as schools, dormitories, and small and medium
enterprises. The evaluation results show that seamless roaming with 802.11k/r/v standards
has great advantages over fast roaming when there is almost no latency in seamless roaming,
which ensures that all connections of wireless devices are smooth and stable.
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1 Mé dau

Cuong d6 va mat do str dung cac thiét bi dién tir d€ két ndi va st dung mang khong day
tang nhanh da tang thém ganh nang cho nhing diém truy cap (Access Point — AP) thong thuong.
Mang khong day, von di trudc day chi thiét k& d€ dap tng nhu cau sit dung mdy tinh xach tay
va dién thoai thdng minh, nay phai kiém thém viéc hd tro két ndi cho hang loat ting dung va thiét
bi di dong hién dai (mdy tinh bang, dong ho6 thong minh hay cac thiét bi IoT khac) von yéu cau
vung phu séng rong, bang thong cao. Ngoai ra, cac AP can dam bao moi két ndi luén thong sudt
va 6n dinh khi cac thiét bi di chuyén tir vung phu séng nay sang vung khac. Hé qua la nhiing
nguoi quan tri mang phai duong dau voi nhitng thach thirc trong viéc thiét ké va trién khai hé
thong mang khong day c6 thé dap ing t6t cho cac thiét bi hién tai vé 1au dai. Trong bai bao nay,
chiing t6i cung cap cac kién thitc vé mang khong day trong moi treong mat do cao, chuyén vung
song, tam quan trong cta viéc chuyén vung séng ddi véi nguoi dung va mot s6 phuong thic
chuyén vung song hién nay nhu chuyén ving nhanh (Fast roaming) va chuyén vung khong gian
doan (Seamless roaming). Pong thoi, ching toi gia xay dung mot mo hinh hé thong mang khong
day thuc nghiém va danh gia hai phuong thic chuyén ving song néu trén. Qua do, chung toi
lam rd viéc trién khai cac hé thong mang khéng day mat do cao cho cdc méi treong nhu treong

hoc, ky ttc xa va doanh nghiép.

2 Trién khai mang khong diy va méi truong mat do cao

IEEE 802.11 1a mot tiéu chuan mang cuc bo khong day (WLAN), mot phan cua tap cac tiéu
chudn ky thuat mang cuc bo (LAN) do Vién Ky su dién va dién tir quoc t€ (IEEE) phat trién. Phién
ban co so cta tiéu chudn 802.11 dwoc phat hanh vao ndm 1997 va c¢é nhitng phién ban nang cap
sau do, hinh thanh nén ho cac giao thitc IEEE 802.11.

Wi-Fi la mot thuat ngt da dwoc dang ky nhan hiéu, dua trén ho cac tiéu chuén IEEE 802.11
va 1a mot cong nghé truyén dan khong day tam ngan. Wi-Fi 1a cong nghé st dung phuong tién
khong day dé két ndi cac mdy tinh ca nhan, thiét bi cam tay (PDA, dién thoai di déng, v.v.) va cac
thiét bi dau cudi khac. Nhin chung, dé thiét 1ap va trién khai mot mang khong day WLAN co
ban, can téi mot diém truy cap va cac bd chuyén doi (adapter) mang khong day. Thiét bi dau cudi
6 thé nhan tin hiéu Wi-Fi tit AP hodc bd dinh tuyén (router) d€ truy cap Internet. Vai tro ctia AP
va bd dinh tuyén trong treong hop nay la chuyén d6i mang cé day thanh mang khong day va hd
tro nhiéu nguoi dung két ndi hon. Bang cach nay, Wi-Fi c6 thé stt dung phuong tién khong day

va phoi hgp véi cdu trac mang 6 day hién c6 d€ chia sé tai nguyén mang.

Ton tai hai mo hinh trién khai mang khong day co ban: dua trén vung phu séng va dwa

trén kha nang dap tng. Trong md hinh dua trén vung phu séng, muc tiéu la cung cap chat luong
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dich vu (QoS) cao trong mot pham vi 16n nhat ¢ thé véi mot hode nhiéu AP. Viéc trién khai nay
thuong duwoc thuc hién ¢ cac khu vye 6 dién tich 16n véi s6 luong thiét bi Wi-Fi trén sd nguoi
dung thap, vi du nhw nha kho, phan xudng, bénh vién va khach san. Trong hau hét cic mo6 hinh
dang nay, s0 luong AP duoc xac dinh boi cuong do tin hiéu AP (la su két hop cta cong suat dau
ra AP va d6 loi anten). D6i véi mo hinh dua trén kha nang dap tng, muc tiéu la cung cap chat
lwong dich vu khong day t6t cho mot nhom nguoi dung dong thoi, tap trung trong mot khu vuc
han ché vé khong gian. Vi duy, trién khai tai cac dia diém nhu treong hoc, giang duong, ky tac xa,
thu vién, hdi truong va san van dong. Mot s6 yéu td can duoc xem xét khi thiét k€ mang khong
day dang nay la s6 luong nguoi dung trong mot vung khong gian xdc dinh duoc bao phu boi
mot AP duy nhat, s6 lwong thiét bi Wi-Fi trén mdi nguoi dung, ti 16 phan trdm nguoi dung (hay
thiét bi) hoat déng tai cing mot thoi diém; loai ting dung, hon hop ting dung va bang thong can
thiét; cac loai thiét bi trong mang va cong nghé duoc hd tro va cac thiét bi ci khong hd tro cac
giao thitc moéi. Trong moi truong treong hoc hodc doanh nghiép, cd thé cd su két hop cta cac
khu vuc yéu cau ca hai loai m6 hinh trén. Khi ¢c6 mét luong 16n nguoi dung — cu thé hon, khi ¢6
khoang 30 nguoi dung tro 1én cting hoat dong trong viing phu song dwoc dap tng bdi mot AP
duy nhat - truy cap vao hé thong Wi-Fi va yéu cau bang thong dong thoi; d6 duoc coi la moi

treong ¢ mat do cao (high-density environment).

3  Cacky thuat mé rong va chuyén vung song trong mang khong day

31 M6 rong vung phi song mang khong day

Trong mang khong day, mot diém truy cap hay b dinh tuyén khong day dwoc két ndi voi
Internet d€ cung cdp dich vu mang cho nguoi dung di dong. Mot hé théng nhu vay cd pham vi
pht song han ché€ do kha néng phat séng ctia mot AP ¢ gidi han so véi nhu cau thuyece t&€. Mot sd
giai phap dé giai quyét van dé nay la st dung bd tang cuong Wi-Fi (g6m bo 1ap hodc bé mo rong
néu chi muén mé rong vung phu séng ma khong can thay thé thiét 1ap khong day hién tai) hodc
bd sung thém cac AP (xay dung mang mesh hay xay dung hé thong nhiéu AP). Mdi AP c6 mot
pham vi phu séng nhét dinh; khi tang s6 lwgng AP va phan bd ching ¢ nhiéu vi tri, tong dién
tich viing pht séng sé tang. Diéu nay dan t6i van dé 1a can dadm bao nguoi duing va cac thiét bi
khong day khi di chuyén tir vung phu séng nay sang mot vung pht song khac sé khong gép tinh

trang gian doan va suy giam chat luong két n6i mang.
Ton tai ba phwong phap mo rong vung phu song mang khong day:

¢ St dung bd tang cuong Wi-Fi (Wi-Fi Booster), bao gom hai loai thiét bi: by ldp (Repeater)

va bo mo rong pham vi (Range extender).
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e (o thé két hop mot s6 AP hoat ddong voi nhau tao thanh mot mang lwdi (Mesh network)
khong day va cc goi tin duoc chuyén tiép tir AP nay sang AP khéc bang cac két ndi dac
biét. Theo cach nay, vung phu song WLAN ¢6 thé duoc mé rdng mot cach hiéu qua vé
chi phi, mién 1a mdt AP dugc gan véi co sd ha tang c6 day. Mesh Wi-Fi phit hop d¢€ thiét
1ap hé thong Wi-Fi cho gia dinh hodc van phong véi pham vi pht séng dong nhat trén
nhiéu phong, trai dai nhiéu ting. Mang mesh tao ra mot mang bao gom tat ca cac nut
(nhw mot don vi khong day) riéng 1é, dé mdi nat trong mang c6 kha nang nhan biét duoc
moi nat va thiét bi khach khac dang hoat dong trong toan b mang. Kha nang nhan thic

vé mang nhu vay khién hé thdng mesh vuot troi hon nhiéu so véi bd téng cuong Wi-Fi.

e C6 thé xay dung hé thong AP khong day (WAP system). Cac diém truy cap la cac nat
Wi-Fi thong minh duoc két n6i véi mét hub trung tam théng qua két noi c6 day. Chung
thuong duoc st dung trén cdc mang van phong 16n va trong cac thiét 1ap doanh nghiép.
Tuong tu nhu trong hé thong Wi-Fi dang mesh, cac AP nhéan biét duwoc mang va thuwong
chay phan mém quan ly (c6 kha néng tuy chinh) dé€ kiém soat cac thong s6 khac nhau
lién quan dén mang ciing nhw c4c thiét bi khach két ndi v6i né. Can tranh nham 1an mot
hé théng diém truy cap khong day voi nhitng diém truy cap thong thuong von hoat dong

riéng 1é ma khong can mot trung tam diéu khién tap trung.

Qua trinh chuyén viing séng (Roaming) dién ra khi may khach xac thuc véi BSSID méi va
hay xac thuc voi BSSID hién tai. Hiéu sudt chuyén ving la luong thoi gian ma mot may khach
can dé xac thyc thanh cdng véi BSSID méi. Khoang thoi gian ma qua trinh chuyén vung dién ra
lién quan dén phuong thirc bao mat va xac thuc duoc st dung. D€ xac thiee, may khach phai tim
kiém mot tng vién chuyén vung hop 1€, sau d6 hoan tat qua trinh chuyén vung mét cach nhanh
chéng, néu khong, nguoi dung sé bi gian doan dich vu. Néu st dung xac thuc dua trén 802.1X,
may khach phai hoan thanh trao doi khoa EAP trudc khi hty xac thwee tir BSSID. Qua trinh nay
c6 thé mat vai gidy, tuy thudc vao co so ha tang xac thuc ctia moi treong. Néu sit dung xac thue
dua trén 802.11r, may khéch cé thé xac thuc trude ddi voi cac diém truy cap tiém nang. Diéu nay

lam giam thoi gian xac thuc xuéng mili gidy va day chinh 1a chuyén vung nhanh (Fast roaming).

Chuyén vung mang khong day cung cap tinh di dong. Mot van dé quan trong la cac quyét
dinh chuyén vung (két ndi hodc chuyén doi gitta cac AP) sé duoc thiét bi dau cudi (hay may
khach) thuc hién. Sy khac biét 16n gitra cac trinh diéu khién va thiét bi mang anh huong dén cach
thitc chuyén viing. Cac ky thuat hd tro chuyén viing khac nhau dugc ap dung & phia ha tang
mang. D§ tré trong chuyén viung 1a tir 10 dén trén 1000 ms, tuy thudc vao qua trinh ma héa va
xéc thuc; do tré chdp nhan dwoc tuy thudc vao tmg dung (vi dy, thoai yéu cau do tré dudi 100~
150 ms). Mot s6 yéu t6 quyét dinh dén viéc chuyén vung ctia mdy khach nhu cuong dd tin hiéu
(RSSI), SNR, s beacon bi nhg, s6 Ian thtr lai khung, t6c d di liéu va ty 1é 161 bit/CRC [1].
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3.2  Chuyén ving nhanh véi IEEE 802.11r

Mot may khach/thiét bi khong day (chiang han nhu mdy tinh x4ch tay, may tinh bang va
dién thoai di ddng) sé quyét dinh chuyén vung dén mot AP méi khi n6 phat hién ra tin hiéu tot
hon tir AP d6 so vdi tin hiéu ma n6 hién dang lién két. Hanh vi nay la binh thuong, ddc biét khi
cac thiét bi di chuyén bén trong mot moi treong. Khi mét may khéch chuyén viung téi mot AP
moi, nd can thiét 1ap moi quan hé lién két/xac thuc voi AP d6. Trong tinh hudng cac AP hoat
dong doc lap véi nhau, toan bo qud trinh nay dién ra mdi khi may khach chuyén sang mot AP
méi. Néu khong co cac tiéu chuan nhu 802.11r, may khach sé ngat két ndi khoi AP hién cé ctia né
trude khi két n6i v6i AP méi. Dieu nay dan dén viéc c6 mot khoang thoi gian ma may khach
khong c6 kha nang truy cap mang, ma hé qua c6 thé duoc biéu hién dudi dang mat mat goi tin,

gian doan cudc goi, v.v.

Tiéu chuan IEEE 802.11r [2], v6i cong nghé Fast BSS Transition (FT), dugc gidi thiéu lan
dau tién vao nam 2008, la mot stra doi cua ho tiéu chuan IEEE 802.11, gitup lam ting dién tich
vung phu séng Wi-Fi, mang dén su thuan tién cho nguoi dung thong qua viéc chuyén doi qua
lai gitra cac AP ma khong can xac thuc lai. IEEE 802.11r dam bao két ndi nhanh chéng, an toan va
kha néang két noi khong gian doan. Diéu nay rat can thiét trong moi treong can vung phu séng
rong, so véi viéc sit dung nhiéu SSID khac nhau, vn c6 thé dan dén khé khin cho nguoi dung
khi truy cap trong moi treong nhiéu mang khong day. Chuyén vung nhanh (Fast roaming) la
mot khai niém cai tién ctia chuyén viing. Qua trinh bat tay ban dau véi mot AP méi dién ra truede
khi méy khach chuyén vung téi AP muc tiéu, duoc goi 1a chuyén tiép nhanh (FT). Bat tay ban
déau cho phép mdy khach va cac AP thuc hién tinh toan trudc Pairwise Master Key (PMK). Khi
mdy khach thuc hién trao d6i cac yéu cau hodc phan hoi tai lién két (Reassociation
request/response) voi AP mdi, cac khéa PMK duoc ap dung cho may khach va AP. Hé thong
phéan cip khoa FT cho phép may khach thwc hién chuyén d6i BSS nhanh chéng gitra cac AP ma
khong can tai xac thure véi moi AP. 802.11r loai bo chi phi ctia viéc bat tay trong khi chuyén viing
va do d6 giam thoi gian ngat két ni gitta cic AP, cung cap bao mat va QoS. Piéu nay hitu ich

cho céc thiét bi khach cé cac iing dung nhay cam véi do tré (nhw dam thoai va video qua Wi-Fi).

3.3  Chuyén vung khong gian doan véi IEEE 802.11k/r/v

Nhém t&i wu héa hiéu sudt chuyén viing séng trén mang Wi-Fi doanh nghiép hay méi
truong mat do cao, cac tiéu chuan 802.11r va 802.11v duoc két hop véi 802.11r d€ tang téc qua
trinh tim kiém AP muc tiéu t6t nhat cua thiét bi khéch, cho phép cac may khach chuyén vung lién
tuc hon, gan nhw khong cé do tré. Day chinh 1a diém m&u chdt ctia chuyén viing khong gian doan

(Seamless roaming).
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IEEE 802.11k [3] la mot stta d6i cta tiéu chuan IEEE 802.11, cho phép do luwong tai nguyén
v0 tuyén (Radio Resource Management — RRM). 802.11k cho phép cac may khach (thda man tiéu
chudn 802.11k) yéu cau mot ban bao cdo lan can chia thong tin vé nhitng AP lan can da biét, la
ting vién dé chuyén ving téi. Nham tao diéu kién chuyén viing, mot may khach da duoc lién két
véi mot AP sé giri yéu cau dén danh sach nhitng AP lan can. Yéu cau dugc gri dudi dang khung
(frame) quan 1y 802.11. AP phan hbi bang danh sach cc AP 1an can trén cing mot mang WLAN
v6i chi sd kénh Wi-Fi (channel) cua ching. Yéu cau va dap tng déu la cac khung hanh dong. May
khach xac dinh cac ting vién AP cho lan chuyén vung tiép theo tir khung phan hoi. Viéc str dung
quy trinh quan ly tai nguyén vd tuyén 802.11k cho phép may khach chuyén vung hiéu qua va
nhanh chéng. D€ tim mot AP chuyén vung tit thong tin danh sach lan can, may khach khong
tham do tat ca cac kénh 2,4 GHz va 5 GHz. Viéc nay nhim giam st dung kénh, tir d6, lam tang
bang thong trén tat ca cac kénh, dong thoi, lam giam thoi gian chuyén vung va cai thién cac quyét
dinh ctia may khach. Ngoai ra, né cling lam ting tudi tho pin ctia thiét bi di dong vi khong thay
ddi cau hinh radio cho timng kénh, cting nhut khong gtri yéu cau tham do trén mdi kénh. N6 tranh
viéc thiét bi phai x 1y tat ca cac khung phan hoi tham do.

IEEE 802.11v [4] 1a tiéu chuan quan ly mang khong day (Wireless Network Management)
cua tiéu chuan IEEE 802.11. 802.11v cho phép cac may khéach trao ddi thong tin vé ciu truc lién
két (Topology) mang, bao gom thong tin vé moéi truong RF, lam cho tirng may khach nhan biét
duoc mang, tao diéu kién cai thién tong thé mang khong day. 802.11v md ta cac cai tién ddi vai
quan ly mang khong day, nhu:

e Tiét kiém dién nang duwoc hd trg boi mang — Giup may khach cai thién tudi tho pin bang
cach cho phép ching “ngt” lau hon. (Vi dy, thiét bi di dong st dung mot khoang thoi
gian nhan r6i nhat dinh dé kiém tra va dam bao rang chting van duoc két nsi véi cac AP;
do d¢, tiéu thu nhiéu nang luwong hon khi thyee hién cac tac vu ti€p theo trong mang khong
day).

e Chuyén viing duoc hd trg boi mang — Cho phép mang WLAN gti thong diép dén cac
may khach da duoc lién két d€ cac AP lién két véi mdy khéch t6t hon. Kha nang nay hiru
ich cho ca viéc can bang tai va diéu huéng cac may khach c6 két ndi kém.

Ngoai ra, con c6 mot so tiéu chuan 802.11 gitip cai thién hiéu sudt chuyén vung:

e 802.11i (2004) — Tang cuong bao mat MAC, xac thuc va quan ly khda, Robust Network
Security (RSN), 802.1X /PSK, PMK caching /Sticky Key Caching SKC va Xac thuc truede.

e 802.11e (2005) — Tang cuwong QoS MAC, kiém soat truy nhap, cac chi s QBSS lién quan
dén chuyén vung: mic st dung kénh, s6 luong may khach va nang luc kha dung.
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e 802.21 (2008) — Media Independent handover, chuyén dung gitta mang Wifi va mang di

dong.

e 802.11u (2011) — Lam viéc véi cac mang bén ngoai, Hotspot 2.0, tim mang cua lan can

chuyén vung dé két néi tu dong va an toan va chuyén vung lién mach di dong.

e 802.11ai (2016) — Thiét lap lién két khoi dau nhanh chéng, giup thiét 1ap két ndi ban dau

nhanh hon dé€ xac thuwe Radius, cai tién ddi voi quét chu dong va thu dong va giai quyét

cac Probing storm.

Bang 1. Nhiing ddc diém ctia céc tiéu chuan 802.11k/v/r d6i v6i qua trinh chuyén vung [1]

802.11r Fast BSS Transition (FT)
(2008)

802.11k Radio Resource
Management/Neighbor  Report
(2011)

802.11v Wireless Network Management
(WNM)/BSS Transition Management
(2008)

Fast Secure Transition -
Phuong thitc tiéu chuin héa

+Lam viéc véi ca Pre-shared key
(PSK) va 802.1X.

+ Bét tay ban dau véi AP duwoc
thiee hién trede khi may khach
chuyén vung toi AP muc tiéu.

+Khéng can x4c thue véi Radius

Cai thién chuyén viung véi dit liéu
do luong

—Khong chi la tiéu chuan lién quan
dén chuyén vung.

— Bdo cao lan can thuong dwoc st
dung cho chuyén vung.

— Khi duwoc hd tro, cac thong tin
lién quan sé dwoc giri kem phan tie

- Khong chi la tiéu chuan lién quan dén
chuyén vung.

— Cho phép may khach trao d6i thong tin
nhdm muc dich cai thién hiéu sudt cua
mang khong day.

— Cho phép quan ly thong s6 RF ctia mdy
khach dua trén diéu kién mang.

—Ngoai ra con c6: Thong tin vi tri, s6 lugng

vao thoi diém chuyén viing. beacon IE. BSSID, ché& d6 ngt WNM.
+ Didc biét hitu ich véi voice call | — Nhiéu cai tién chuyén viing khéc.
va video stream. - Thtt nghiém do ludng gitta cac
beacon d€ quét thu dong t6t hon,
bd dém traffic thé hién chat lvong,
vi tri thiét bi.
- Hai phién ban Loi ich Loi ich
+Khong yéu cau tai nguyén. + Chuyén ving nhanh hon. + Mang c6 thé huéng dan may khach

+Yéu cau tai nguyén.

- Hai phuong thirc

+ Over-the-Air (thong qua Wi-
Fi)

+ Over-the-DS (thong qua mang
day).

+Quyét dinh chuyén vung t6t hon.
+ Tiét kiém pin (it tham do hon).

+ Giam mutc sit dung kénh (it tham
do hon).

chuyén vung.

+ Mang ¢4 th€ budc may khéach chuyén
vung.

+ May khéch c6 thé hoi AP nao t6t hon.
+Quyét dinh chuyén viung t6t hon.

Hai pha

- Lién két Mién di dong khoi
dau 802.11r.

+ Két noi lan dau khong nhanh
hon EAP day du.

+ Chuan bi mang va may khach
cho FT.

Cac do lwong 802.11k

+Bdo cao lan can.

+ Beacon (do luong va bdo cao cua
may khach).

+ Khung (b0 dém AP).

+ Mtec stt dung kénh.

+ Histogram nhiéu.

Cac chitc nang 802.11v

Quan ly chuyén d6i BSS, xxBSS Quan ly
thoi gian rdi toi da, S dung kénh, B4o cdo
giao thoa két hop, Bdo cdo chin doan, Dich
vu da hudng truc tiép (DMS), Béo cdo su
kién, Dich vu da huwdng linh hoat (FMS),
Dich vu dinh vi, Bdo cdo chidn doan da
hwéng, Kha nang da BSSID, Proxy ARP,

141



Pham Ngoc Duy va Nguyén Phwong Dong

Tép 131, S6 24, 2022

802.11r Fast BSS Transition (FT)
(2008)

802.11k Radio Resource
Management/Neighbor  Report
(2011)

802.11v Wireless Network Management
(WNM)/BSS Transition Management
(2008)

— Tai lién két 802.11r.

+ Chuyén vung nhanh chéng, st
dung cac khda dwoc luu san.

+ Xac thuc mo, lién két lai va két
hop bét tay 4 budc.

+ Muc tiéu do tré qua trinh
handoff dwdi 50ms.

+ Théng ké STA (Bd dém STA).
+ Vi tri.

+ Thong tin c4u hinh.

+ Do luong két néi.

+ Ludng truyén /danh muc.

Kha nang luu lwong QoS, Danh sach SSID,
SO liéu théng ké STA duoc kich hoat,
quang ba TIM, Do thoi gian, Dich vu loc
Iwu luwong, U-APSD Coexistence, WNM-
Notification, Ché& dd ngtt WNM.

Hb tro

—-Hb tro rong rai bdi cac AP, tinh
néng cé thé khong duoc bat méc
dinh.

— Nhiéu mdy khach cii c6 thé
khéng két ndi v6i mang 802.11r.
Cac mdy khéch cé thé gap kho
khan khi nhédn ra cic beacon
802.11r va cac phan hoi tham do.
- Can dam bao tinh twong thich
trwede khi bat.

— Céc giai phép thay thé cua cac
hang giup tuong thich.

Van hanh

+ May khach yéu cau bao cao lan
can v6i Khung hanh dong.

+ AP phan héi bang Khung hanh
déng, bao goém cdc AP lan cén
trong cing mot SSID kém theo
kénh ctia AP.

+ Mady khéch c6 th€ chi quét cac
kénh can thiét nh4t.

+ Danh sach 14an can dwoc tao theo
yéu cau.

+Danh sach bang tan don (hién tai)
hodc bang tan kép.

Van hanh

+ Solicited request — Méy khach yéu cau
AP t5t hon.

+ Unsolicited Load Balancing request — AP
khuyén cdo may khéch chuyén vung do tai
hoat dong.

+ Unsolicited Optimized Roaming request
— AP khuyén cdo chuyén vung may khach
do RSSI hodc toc do dir liéu thap.

+ 802.11v BSS Transition Management
Request — AP khuyén cdo mdy khach
chuyén vung hoédc budc chuyén ving khi
s&p xay ra ngat két ndi.

4  Thyc nghiém véi hé thong mang khong day trong mdi tredng mat do cao

4.1

Thiét ké va xdy dung mo6 hinh mang khong day

Nhém nghién ctru thiét k€, xay dung va trién khai mot hé thong mang khong day cho khu
viee ky tic xa cua treong dai hoc. Mo ta méi trueong trién khai hé thong: Ky tic x4 Truong Dai
hoc Y Duoc Hai Phong duoc xay dung trén dién tich 1.775 m2, bao gom mét toa nha 15 tang (co
396 phong) véi stic chita 2.500 chd & cho sinh vién (c6 ba loai phong cho hai, b&n va tdm nguoi
tuwong tng voi 30, 52 va 41 m?). Tang 1 duoc sit dung lam nha d€ xe cho sinh vién; tang 2 phuc
vu dn udng vdi stic chira hang nghin nguoi dam bao viéc phuc vu &n udng va sinh hoat cho sinh
vién khu ky tac xa; Tang 3 la khu vui choi thé thao, phong Internet; tir ting 4 dén tang 15 la khu
nha &; khu phuc vu vui choi giai tri gom: san bong da mini (dang xdy dung), mot san bong
chuyén, mot san bong ro, hai san cau 16ng... Hé thong Wi-Fi véi bon duong truyén 1 Gbps
(Viettel) bao phu tir tang 1 téi tang 15 cua toa nha. Day la moéi truong voi ddc diém mat do cao
(s6 lwong nguoi dung 16n, ti 1é thiét bi trén nguoi dung 16n, mat dé nguoi dung cao, loai ing
dung va thiét bi duoc st dung rat da dang, bao gom ca thiét bi khong day c6 dinh va thiét bi di
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dong, yéu cau dap ung bang thong cao), véi nhiéu phong, nhiéu tang va nhiéu khu vuc chiic

nang.
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Hinh 1. Topology mang ctia hé thong thwc nghiém (A); So d6 két ndi thiét bi cia mot phan hé thong thyce
nghiém (B); SO lwong thiét bi khéch truy cap dong thoi vao hé thong mang (C)

Hinh 1A mo ta hinh trang mang cta hé thong mang khong day thuc nghiém. Hé thong bao
gom mot Router (model CCR1016-12G ctuia Mikrotik, rackmount 1U, 12 cong Gigabit Ethernet,
CPU 16 16i x 1,2 GHz, bd nhé RAM 2 GB, fastpath 17,8 mpps; thong luong dat dén 12 Gbit/s,
RouterOS L6, PSU d6i), mét Switch (model S1920-24GT4S FP/2GT cua Ruijie, switch quan ly
thong minh, 24 cong 10/100/1000BASE-T, 4 cong SFP), tdim Switch (model RG-ES126G-P-L cua
Ruijie, 24 cong 10/100/1000BASE-T, 2 c6ng SFP) va 144 AP (model AP710 ctia Ruijie, AP 802.11ac
trong nha, séng doi, bang tan kép, hai spatial-stream, ti & truy cap 1én téi 1,167 Gbps, méot cong
uplink 10/100/1000BASE-T). Viéc két ndi cac thiét bi duwoc mo ta mot phan trén Hinh 1B. Hinh 1C
cho biét tdng s6 may khach/thiét bj khong day ma hé thong mang dap ting dong thoi tai mot thoi
diém, duoc cap nhat trong khoang thoi gian mot ngay. Co thé thiy, hé thong cd kha nang xt ly
luwong két noi 16n (véi trén 450 may khdach/thiét bi truy cap).

4.2  Danh gia hiéu suit chuyén ving ctia hé thong v6i Fast Roaming va Seamless Roaming

Viéc so sanh duoc thuc hién trén cung mot hé thong mang khong day thuc nghiém, st
dung hai ch& d6 chuyén vung va cung stt dung mot mdy khéch (dién thoai di dong/hé diéu hanh
iOS) d€ so sanh. Hai so d6 (Hinh 3 va Hinh 4) cung cdp cac thong s3 thu duoc, bao gom dd tré
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(Delay), ti 1 r6t goi tin (Pkt loss), ceong do tin hiéu (RSSI) va Uplink/Downlink, trong qua trinh

chuyén vung v6i ché d6 Fast Roaming va Seamless Roaming.

Dénh gia hé thong v6i phuwong thitc Fast Roaming

Hé thong mang khong day tht nghiém véi phuwong thiee Fast Roaming. Tt cac thong s6
do luong thu dugc (Hinh 2), ¢6 thé thiy viéc chuyén vung nhanh gitra cac diém truy cap cta thiét
bi c6 d0 tré thap (thong sd Delay — dd tré trong khoang 8-24 ms). Tuy nhién, trong khi qua trinh
chuyén vluing dién ra, van con xuat hién tinh trang rét goi tin (thong s6 Pkt Loss bién dong va trén
10%), khong gitt duoc tin hiéu va bang thong 6n dinh (thong sd RSSI — ceong d¢ tin hiéu khong
on dinh, thong s6 Speed — t6c dd duong truyén cho ca Down/Uplink khong dat mot nira so véi

muc t6i da va c6 nhiing thoi diém giam sau).
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Hinh 2. Két qua do ludong qua trinh chuyén ving véi Fast Roaming

Dénh gia hé thong v6i phwong thitc Seamless Roaming

Hé thong mang khong day duoc chuyén sang phuong thiic Seamless Roaming. Ttr cac
thong s do luvong thu dwgc (Hinh 3), chuyén vung khong gian doan vdi thoi gian chuyén vung
cuc nhanh (thong s6 Delay — do tré dwdi 0,5 ms, cao nhat 2 ms va gan nhu khong c6 do tré); dong
thoi, khong c6 hién twong rét géi tin (thdng s6 Pkt Loss gan nhu bang 0%) va dam bao cung cap
tin hiéu va bang thong 6n dinh cho may khach trong moi truong c6 mat do thiét bi 16n (thong sd
RSSI - creong dd tin hiéu 6n dinh, thong s6 Speed — t6c d6 duong truyén cho ca Down/Uplink 6n

dinh va dat mtic gan nhu t6i da).

144



jos.hueuni.edu.vn Téap 131, S6 24, 2022

-O- Delay () Pkt Loss Speed RSSI (- Uplink ~()- Downlink

Delay(ms) Pkt Loss Speed(%)
24 100
1.5 80
60
14
40
0.5 20
YT NN Y
. . 5 . — s é - $ . s ” . : -0
23:59:59  01:44:32  02:29:33  03:14:33  03:59:33  04:44:33  05:29:33  06:14:34  06:59:34  07:44:33  08:29:38  09:14:34  09:59:38  10:44:34  11:29:34  12:14:35
RSS! Speed(Mbps)
120+ - ; - S | - - r 300
1004 ! 2 > > = ~ = = - 250
804 5 5 5 - - . - . - 200
604 I:rsu
40+ 100
20 4 50
0 rﬂ

235959 01:44:32 0229:33  03:14:33  03:58:33 04:44:33  0529:33 06:1434  06:59:34  07:44:33  08:20:34  09714:34  09:59:34  10:44:34  11:2934 1211435

Hinh 3. Két qua do luong qua trinh chuyén viung voi Seamless Roaming

43 Danh giad kha ning dap tng ctia hé thong trong mdi truong mat do cao

Hé thong mang khong day duoc trién khai trong mot moi treong mat do cao dién hinh
(Ky tac xa). Két qua do luong cho thay kha nang ctaa hé thong khi dap tng tot yéu cau ctua s
luong 16n may khach. Hinh 4A cho thdy tong luu lwong dap ting ctia hé thong trong khoang thoi
gian mot tuan dat trén 16 Tb cho gan 2.000 may khach (Hinh 4A). Tong luu luong theo ting ngay
trong khoang 1,6-2,4 Tb ddi vdi két néi tai xuéng (Downlink) va khoang 0,2-0,3 Tb ddi voi két
ndi tai 1én (Uplink) (Hinh 5A).

Ranking Network Traffic Clients
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Hinh 4. Tong luu lugng va s6 may khach ma hé théng dép tng trong mot tudn (A); S6 lwgng may khach
hoat dong theo titng ngay (B)

Trung binh moi ngay, c6 khoang 1.200 may khach hoat dong (Hinh 4B). Hinh 5B cung cap
thong tin chi tiét hon vé mirc d6 mdy khach hoat dong theo tirng ngay (Mtic d6 hoat dong duoc
danh gia dua trén thoi gian truc tuyén va luu lugng truy cap). Co thé thdy, s6 lugng mdy tram
hoat dong 6 mtrc Rat cao (Extreme — thoi gian triee tuyén trén 8 h/ngay va luu luong truy cap trén
10 MB) chiém ti 1é mot nira trong tong sd gan 1.200 nguoi dung. Cing theo két qua théng ké, tong
cong c6 gan 30 nghin lwgt may khach thuc hién chuyén vung trong mot thang (trén ca hai bang
tan 2,4 GHz va 5 GHz).
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Hinh 5. Tong luu lugng theo ting ngay (A); Mtc dd mdy khéach hoat déng theo ngay (B); Téng s6 luot
mdy khach chuyén vung trong moét thang (C)

44 Thao luian

Hé théng mang khong day thtr nghiém voi phuong thic Fast Roaming gitp cac may tram
chuyén viing nhanh chéng giita cac thiét bi phat nham dat mtc tin hiéu t8t hon, bang thong 6n
dinh. Sau khi viéc x4c thuc gitta may khach va thiét bi phat song hoan tat, 802.11r st dung dich
vu chuyén doi nhanh (Fast BSS transition) nhim lvu khod d3 duwoc ma hod trén toan bd thiét bi
phét séng trong mang. Tinh ndng nay gitp may khach toan tat viéc xac thuc trudc khi chuyén
tiép sang cac thiét bi phat song khac va lic nay c6 thé bo qua bude xac thuc két n6i khi chuyén
tiép.

Hé thong mang khong day dugc chuyén sang phuong thitc Seamless Roaming — mot cai
tién cta Fast Roaming. Ngoai viéc st dung chuédn IEEE 802.11r, chuyén vung khong gidn doan
con st dung thém chuan IEEE 802.11k va IEEE 802.11v nh3m tao trai nghiém lién mach khi
chuyén vung cho nguoi dung. Ngoai viéc dat muic tin hiéu tot va bang thong cao, chuyén viung
lién mach c6 thé t6i wu hoa kha nang tai ctia ting thiét bi phat séng bang viéc diéu chinh s& luong
nguodi dung trén mdi thiét bi. Nguyén ly hoat dong ctia chuyén viing lién mach giong véi chuyén
vung nhanh. Tuy nhién, khi két hop véi IEEE 802.11k, thiét bi phat song c6 thé cho mdy khach
mot danh sach cac diém truy cap khéac va cho may khach hiéu méi truong séng xung quanh. Nho
d6, mdy khach lya chon tin hiéu t6t hon, giam thoi gian quét cac diém truy cp va chuyén vung
tot hon. Két hop véi viéc sit dung IEEE 802.11v, bo diéu khién diém truy cip sé danh gia chat
lwong két nSi ciia may khach va huwéng dan cho may khach chuyén ving sang diém truy cap

cung cdp trai nghiém tt hon va t6i wu kha nang tai cta cac thiét bi trong mang khong day.

Nhu vay, so v6i phuong thitc Fast roaming chi sit dung tiéu chuan 802.11r, phuong thitc
Seamless roaming két hop thém kha nang tang toc d6 tim kiém AP muc tiéu tot nhat cua hai tiéu
chudn 802.11k va 802.11v v6i kha nang lién két AP nhanh hon ma FT (802.11r) cung cdp, giup cac
ung dung c6 thé hoat dong nhanh hon va nguoi dung cé duoc trai nghiém Wi-Fi tot hon.

Cudi cung, yéu td quan trong nhat quyét dinh dén viéc chuyén ddi gitra cac AP chinh la

mdy khach/thiét bi khong day, chit khong phai boi AP, bd dinh tuyén, v.v. Can kiém tra tinh
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twong thich ctia mdy khéch véi cac tiéu chuan 802.11k/v/r. Titng mang khong day cu thé lai c6
thiét ké khac nhau; do d6, khong phai tat ca cac trién khai 802.11k, 802.11v hay 802.11r déu tuwong
tw nhau. Cac tiéu chuan nay cung cap su tw do nhat dinh khi thiét 1ap véi nhiéu tinh nang c6 thé
tuy chon. Viéc hé thong Wi-Fi va thiét bi duoc hd tro va kich hoat mét hodc nhiéu cong nghé hd
trg chuyén viing néu trén khong cé nghia 1a qua trinh chuyén viung dién ra nhanh chéng va suén

sé. Tham chi, sé c6 truong hop trai nghiém chuyén viing van t6t néu khong st dung chung.

5  Kétluan

Céac hé thong mang khong day hién nay phai hd tro két ndi cho hang loat ting dung va
thiét bi di dong hién dai von yéu cau vung phu séng rong, bang thong cao. Trong moi truong cd
mat d¢ cao nhu treong hoc hodc doanh nghiép, mot lwong 16n ngwoi dung, cung hoat dong trong
vung phu séng duwoc dap tng tir moi diém truy cap, truy cap vao hé thdng Wi-Fi va yéu cau bang
thong dong thoi. Ngoai ra, cac diém truy cap can dam bao moi két néi cua ting dung ludn dugc
gitr thong sudt va on dinh khi cac thiét bi di chuyén tir vung pht séng nay sang vung khéac. Véi
nhitng wu diém ndi troi so véi chuyén viing nhanh nhu thoi gian chuyén viung cue ngén (gan
nhu khong cé d6 tré), khdng xay ra hién twong rét géi tin va dam bao cung cdp bang thong 6n
dinh cho may khach, giai phdp chuyén vung khoéng gian doan vdi cac tiéu chuan 802.11k/r/v la
mot sy lwa chon can thiét cho cac nha quan tri trong viéc thiét k&, xay dung va trién khai van

hanh hé thong mang khong day mat d6 cao.
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